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Post-Installation Steps Overview

This section contains the post-installation tasks that Edifecs recommends after you install Edifecs
Application Manager and XEServer.

Replace default encryption keys

Some XEServer and EAM features that use SSL for secure communication come with default key-
stores that contain encryption keys and certificates. For these components, Edifecs recommends
that you replace the default keystore entries with your own keys and certificates.

EAM

The connection between EAM Client and EAM Server is encrypted using SSL. To establish trust-
worthy channels between EAM Client and EAM Server, EAM uses a default key pair and a cer-
tificate (self-signed) distributed with EAM. To read the instructions on how to replace the default
encryption keys for EAM, see Replace Keys for EAM.

XEServer

XEServer features that use default encryption keys and certificates distributed with XEServer lis-
ted below. Edifecs recommends that you replace these keys to strengthen security. Follow the
links below to read the instructions on how to replace the default encryption keys for a specific
feature:

- Jetty components (RESTful Web Service, Web Service, XEServer agent, and so on).
- Scheduler Services

- XEServer SSH Server

- Agent Auto-discovery

- FHIR Service

- XPM Service
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Replace Default Encryption Keys

This section has the following information:

Replace the Kays for EAM 3
Replace the Keys for the XEServer Features 9
Replace the Keys for the Jetty Components. 11
Replace the Keys for XEServer and XESManager 12
Replace the Certificate for the FHIR ServiCe. 15
Replace the Certificate for the XPM Service 16

Replace the Keys for EAM

The connection between the EAM Client and EAM Server is encrypted using SSL. To establish trust-
worthy channels between EAM Client and EAM Server, EAM uses default self-signed certificates
distributed with EAM. Edifecs strongly recommends that you replace these default EAM cer-
tificates. These certificates are located at the following keystore locations:

Default Passwords
EAM Component Keystore Location

EAM Server ${EAMRoot}\Server\security\keystores\ eamserver eamserver
EAMServer.jks

EAM Client ${EAMRoot}\Client\configuration\security\ eamclient eamclient
EAMClient.jks

EAM Service ${EAMRoot}\Server\security\keystores\ eamservice eamservice
EAMService.jks

= Tip EAM Service is a process that starts EAM Server if the latter is configured to run as a Win-
dows/Linux service.

In the context of SSL, EAM has three components that use SSL certificates for intercommunication
(arrows indicate related keys and certificates):

Proprietary and confidential. Do not duplicate or distribute
without written permission from Edifecs.
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This section shows you how to generate new keys with self-signed certificates and how to replace
the default certificates when you want to and on expiry. However, you can similarly use cer-
tificates issued by a certificate Authority (CA) to secure the connection between EAM components.

Generate Keys and Replace Certificates

The main steps to replace certificates for all the three EAM components (EAM Client, EAM Server,
and EAM Service) are below. The procedure is rather straightforward and at a high level com-
prises the following steps:

1. Remove the existing entries in all the three keystores.

2. Generate a new key pair in the EAM Server keystore.

3. Export the EAM Server certificate, and then import this certificate to the keystores used by
EAM Client and EAM Service.

Generate a new key pair in the EAM Client keystore.
Export the EAM Client certificate, and then import this certificate to the EAM Server keystore.
Generate a new key pair in the EAM Service keystore.

Export the EAM Service certificate, and then import this certificate to the EAM Server key-
store.

N ook

Below you can view the detailed step-by-step instructions on how to replace the certificates. In
this article, the open source GUI tool KeyStore Explorer is used to manipulate the keystore con-

tents, however you can use any other keystore management utility. All screen shots and instruc-
tions refer to KeyStore Explorer 5.4.

EAM Server
First, clear the EAM Server keystore. To do this:

1. Go to ${EAMRoot}\Server\security\keystores\, and then open EAMServer.jks (the default
password to the keystore is "eamserver"). The keystore contains three entries:

Proprietary and confidential. Do not duplicate or distribute
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T/ @ |E Entry Mame Algori... KeySize  Certificate Expiry Last Modified

#® - @ camdientkey RSA 1024 1/1/2020 1:00:00 AM ... 3/4/2010 11:22:58 AM ...
[ =2 % eamserverkey RSA 1024 1/1/2020 1:00:00 &AM ... 3/4/2010 11:22:53 AM ..,
ﬁ - @ eamservicekey RSA 1024 1/1/2020 1:00:00 AM ... 3/4/2010 11:22:53 AM ...

2. Delete all the three entries.

Then, generate a new key pair in the EAM Server keystore. To do that:

Click | “% to create a new key pair.
Use the default algorithm RSA and 2048-bit key size and then, click OK.

Set the validity range for the new key pair, and then click I to provide DN fields.
Enter your organization's details in the DN fields, and then click OK.
Enter an alias for the new key pair.

Nou AW

«= Tip Although you can use any alias name, Edifecs recommends that you use eamserverkey
for consistency.

8. Enter eamserver as a password and then click OK. This is the default password that EAM
Server uses to access the key pair eamserverkey. If you want to use a custom password
for the key pair, see Use Custom Keystore Passwords.

Now, export the EAM Server certificate from the key pair. To do that:
9. Right-click the key pair entry you have just created, and then click Export Certificate

Chain.

10. Enter the location where you want to store the EAM Server certificate file
(eamserverkey.cer). Later, you will have to import this certificate to the truststores of EAM
Client and EAM Service.

11. Import the certificates of EAM Client and EAM Service to the EAM Server keystore.

Note You should perform this step later after you create new certificates for EAM Client and EAM
Service. Skip this step for now, and you can return to this step later in this scenario.

EAM Client
1. Go to ${EAMRoot}\Client\configuration\security\, and then open EAMClient.jks (the default
password to the keystore is "eamclient"). The keystore contains two entries:

EAMClient.jks #

T @ [E EntryHName Algo... Key... Certificate Expiry  Last Modified
& @ eamdientkey RSA 1024  1/1/2020 1:00:00... 3/4/2010 11:22:5...
ﬂ - @ eamserverkey RSA 1024 1f1/2020 1:00:00... 3/4/2010 11:22:5..,
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2. Delete the two entries.

Then, import the EAM Server certificate (file eamserverkey.cer created at Step 10 in EAM Server
section). To do this:

3. Click & to import the certificate.
4. Locate the EAM Server certificate file (eamserverkey.cer), and then click Open.
5. Enter an alias for the new certificate entry.

«n Tip Although you can use any alias name, Edifecs recommends that you use eamserverkey
for consistency.

The EAM Server trusted certificate has been imported. Now, generate a new key pair in the
EAM Client keystore. To do that:

Click | “&| to create a new key pair.
Use the default algorithm RSA and 2048-bit key size, and then click OK.

Set the validity range for the new key pair, and then click E to provide DN fields.
Enter your organization's details in DN fields, and then click OK.
10. Enter an alias for the new key pair.

©® N O

«n Tip Although you can use any alias name, Edifecs recommends that you use eamclientkey
for consistency.

11. Enter eamclient as a password, and then click OK. This is the default password that EAM Cli-
ent uses to access the key pair eamclientkey. If you want to use a custom password for the
key pair, see Use Custom Keystore Passwords.

This creates the key pair for EAM Client. Now, export the EAM Client certificate from the key pair.
To do that:

12. Right-click the key pair entry you have just created, and then click Export Certificate
Chain.
13. Enter the location where you want to store the EAM Client certificate file (eamclientkey.cer).

14. Import this certificate file eamclientkey.cer to the EAM Server keystore (${EAMRoot}\Cli-
ent\configuration\security\EAMServer.jks). Use "eamclientkey" as an alias.

EAM Service
1. Go to ${EAMRoot}\Server\security\keystores\, and then open EAMService.jks (the default
password to the keystore is "eamservice"). The keystore contains two entries.

EaMService jks

T @ [E EntryHName Alg... FKey... Certificate Ex... LastModified
ﬂ - @ eamserverkey RSA 1024 1/1/2020 1:00:... 3/4/2010 11:22..,
[ B @ eamservicekey RSA 1024 1f1/2020 1:00:... 3/4/2010 11:22...

Proprietary and confidential. Do not duplicate or distribute
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2. Delete the two entries.

Then, import the EAM Server certificate (file eamserverkey.cer created at Step 10 in EAM Server
section). To do this:

3. Click & to import the certificate.
4. Locate the EAM Server certificate file (eamserverkey.cer), and then click Open.
5. Enter an alias for the new certificate entry.

.= Tip Although you can use any alias name, Edifecs recommends that you use eamserverkey
for consistency.

This imports the EAM Server trusted certificate. Now, generate a new key pair in the EAM Server
keystore. To do that:

Click 1 to create a new key pair.
Use the default algorithm RSA and 2048-bit key size, and then click OK.
Set the validity range for the new key pair, and then click E to provide DN fields.

Enter your organization's details in the DN fields, and then click OK.
10. Enter an alias for the new key pair.

©® N o

<= Tip Although you can use any alias name, Edifecs recommends that you use eam-
servicekey for consistency.

11. Enter eamservice as a password and then click OK. This is the default password that EAM
Server uses to access the key pair eamservicekey. If you want to use a custom password
for the key pair, see Use Custom Keystore Passwords.

This creates the key pair for EAM Service. Now, export the EAM Service certificate from the key
pair. To do that:

12. Right-click the key pair entry you have just created, and then click Export Certificate
Chain.

13. Enter the location where you want to store the EAM Service certificate file (eam-
servicekey.cer).

14. Import this certificate file eamservicekey.cer to EAM Server keystore (${EAMRoot}\Cli-
ent\configuration\security\EAMServer.jks). Use "eamservicekey" as an alias.

Test EAM Connection

To verify that the new certificates work as expected:

1. Start EAM Client and connect to EAM Server.
2. Ensure that the connection is established and no exceptions are logged.

Use Custom Keystore Passwords

This section shows you how to use non-default passwords for EAM keystores and keys. To access
password-protected keystores and keys, EAM components use the passwords defined in the

Proprietary and confidential. Do not duplicate or distribute
without written permission from Edifecs.
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.properties files:

- EAM Server: ${EAMRoot }\Server\security\config\server.properties
- EAM Service: ${EAMRoot}\Server\security\config\service.properties
- EAM Client. To access EAMClient.jks and its keys, EAM Client uses passwords specified in
two files:
- ${EAMRoot}\Client\configuration\security\client.properties

- ${EAMRoot}\Client\configuration\security\hide.properties

These .properties files have a similar structure and look like the following:

Client.properties
#timestamp
enabled.cipher.suites=SSL RSA WITH NULL MD5
keystoretype=JKS
keystorepass=XE\ : 5H+P1jgCe5nBPAnCPLKVI1Q\=\=
keypassword=XE\ : 5H+P1jgCe5nBPAnCPLKV1Q\=\=
keystorepath=${EAMRoot}/Client/configuration/security/EAMClient.jks
contextprotocol=TLSv1
tls.profiles=TLS SASL/EDIFECS LOGIN

The highlighted properties hold the keystore and key passwords in an encoded format. If you
decide to use a non-default password for the EAM keystores or keys, you have to specify your cus-
tom password in the corresponding .properties file to enable EAM access to the keystore / key.

For example, if your EAM Client's keystore and the key in this keystore have the password
"foobar1234", then:
1. Open the file ${EAMRoot }\Client\configuration\security\client.properties.

2. Specify your custom password as a plain text:
keystorepass=foobarl234

keypassword=foobarl234
3. Save the file.
4. Repeat steps 2 and 3 for the file ${EAMRoot}\Client\configuration\security\hide.properties.

The next time that you start EAM Client and connect to the EAM Server, EAM uses the new pass-
word "foobar1234" to access the EAM Client keystore and its key.

«= Tip When you start EAM after changing a password in the . properties file, EAM overwrites plain
text passwords with encoded values.

Proprietary and confidential. Do not duplicate or distribute
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Replace the Keys for the XEServer Features

= INote When you use the instructions in this section, use the following password to access the
keystores and to protect new keystores and keystore entries: password.

Scheduler Services

XEServer services Scheduler Server and Scheduler Client use SSL to securely communicate with
each other. The services use the following default keystores:

Passwords

Scheduler Server ${XESRoot}/features/scheduler/security/ password password
scheduler.server.keystore.jks

Keystore Location

Scheduler Client ${XESRoot}/features/scheduler/security/ password -
scheduler.client.truststore.jks

You have two options on how to replace the default key and certificate used by the two services:
- Replace the default key and certificate in the keystores that are already available,
_or_
- Create a new .jks keystore (with a new key pair for Scheduler Server) and a new .jks trust-
store (with Scheduler Server's certificate).
To replace the default entries in the existing keystores:
1. Open the keystore scheduler.server.keystore.jKs.
Delete the key pair entry scheduler-server.

Generate a new key pair. You can use any name as an alias. The only requirement is that
your keystore must hold only one entry - the key pair.

== Nbte If you use a non-default password for the key entry (or if you change the keystore
password), make sure you update the password on the Scheduler Server configuration
page.

From the key pair you just created, export the certificate to a .cer file.
Open the truststore scheduler.client.truststore.jks.

Delete the existing certificate entry scheduler-server.

Import the .cer certificate from Step #4.

Restart the profile with Scheduler services.

© N Uk

XEServer SSH Server

XEServer's built-in SSH server uses SSL to secure the connection to SSH clients. The XEServer
SSH server uses the following default key pair:

Proprietary and confidential. Do not duplicate or distribute
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Passwords

SSH Server  ${XESRoot}\platform\security\ssh.server.keystore.jks password password

Component | Keystore Location

To replace the default key pair:

Go to ${XESRoot}\platform\security\.

Open the keystore ssh.server.keystore.jks.

Delete the default key pair entry xes-sshserver.

In the keystore ssh.server.keystore.jks, generate a new key pair entry with the alias xes-
sshserver.

5. Restart XEServer.

PN

The next time you connect to the XEServer's SSH server using an SSH client (for example,
PuTTY), you will receive a warning about the server's host key mismatch which indicates that the
SSH server has picked up the new key. Accept the new host key to connect to the XEServer's SSH
server.

XEServer Auto-discovery

XEServer agent can send registration requests to XESManager through a protected channel
secured by SSL. During the registration phase, XEServer agent acts as a client, and XESManager
represents the server side. To identify XESManager as a trusted party, XEServer agent uses the
default certificate in the truststore ${XESRoot}/platform/security/xes.manager.truststore.jks.

To replace the default certificate:

1. On the computer with XESManager installed, replace the default XESManager key pair:

Go to ${ECRootPath }\XESManager\workspace\config\.

Open the keystore xes-agents.jks. The default password is "password".

Delete the key pair entry xes-manager.

Create a new key pair and use xes-manager as an alias.

From the key pair you just created, export a certificate to a .cer file.

Move the .cer file to the computer with XEServer.

2. Open the truststore ${XESRoot}/platform/security/xes.manager.truststore.jks and delete
the default certificate entry xesmanager.

3. Import the .cer certificate to the truststore ${XESRoot}/-
platform/security/xes.manager.truststore.jks.

ok

.= TPP As an alternative, you can create a new .jks truststore, import the certificate to this
truststore, and update the SSL settings on the Auto-Discovery Tab.

4, Restart XEServer and XESManager.

Proprietary and confidential. Do not duplicate or distribute 10
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Replace the Keys for the Jetty Components

Some of the XEServer components based on Jetty server (RESTful Web Service, Tracking and
Duplicates Server Service, XEServer agent, and so on) use the default encryption keys distributed
with XEServer. Edifecs recommends that you replace the default keys and certificates with your
own entries to eliminate the risk of the man-in-the-middle attacks (MITM) for your organization.
A generic procedure to replace the encryption keys for Jetty-powered components comprises the
following steps:

1. Go to ${XESRoot}\platform\security.

2. Delete the existing key pair entry in KeyringClient.jks:

keytool -delete -alias {entryToDelete} -keystore KeyringClient.jks -storepass password

3. Generate a new key pair entry:
keytool -genkeypair -alias {newEntryAlias} -keyalg RSA -validity 365 -keysize 2048 -keystore KeyringCli-

ent.jks -storepass password -keypass password

For a sample scenario that shows you how to replace encryption keys for the XEServer agent
(XES Agent runs in Jetty), see Replace Keys for XEServer and XESManager.

Proprietary and confidential. Do not duplicate or distribute
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Replace the Keys for XEServer and XESManager

The XEServer agent and XESManager communicate with each other (the agent sends the profile
statistics to XESManager, and XESManager sends commands to the agent) over a protected SSL-
secured channel. To encrypt the network traffic between XEServer agent and XESManager, the fol-
lowing encryption keys are used:

- XEServer agent uses the default key pair xes-httpserver located in the keystore
${XESRoot}\platform\security:

KeyringClient.jks #

T @ E EntryName Algorit... KeyS... Certificate Expiry  Last Modified
-ﬂ- ces-httpserver 29/2029 11:00... [1/30/2019 3:10:...

@ xes-manager RSA 2043 1/29/2025 5:32:... 1292019 5:35:...

- XESManager uses the default certificate xes-httpserver located in the keystore:
${ECRootPath }\XESManager\workspace\config\xes-agents.jks:

xes-agents.jks &

T @ E| Entry Mame Algori... Key ... Certificate Expiry Last Modified
- @ state-management RSA 2048 8/10/2018 8:47:... 3212017 4:17:...

@ wes-manager RSA 2043 1/28/2029 5:32:... 1/29/2019 5:33:...

This keystore contains the certificates of all the XEServer agents that communicate with
XESManager. Edifecs recommends that you replace the default certificate xes-httpserver
with your own certificate to eliminate the risk of man-in-the-middle attacks (MITM).

The instructions below show you how to replace keystore entries by using the command line util-
ity Java Keytool. However, you can use other keystore management tools.

= INote When you use the instructions in this section, use the following password to access the
keystores and to protect new keystores and keystore entries: password.

Create a new key pair in XEServer
First, you have to replace the default keypair xes-httpserver in KeyRingClient.jks.
1. Go to ${XESRoot}\platform\security\.

2. Onyour terminal, run the following command to remove the existing key pair xes-

Proprietary and confidential. Do not duplicate or distribute 12
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httpserver from the keystore KeyringClient.jks:

keytool -delete -alias xes-httpserver -keystore KeyringClient.jks -storepass password

3. Run the following command to generate a new key pair with the alias xes-httpserver in
KeyringClient.jks.

keytool -genkeypair -alias xes-httpserver -keyalg RSA -validity 365 -keysize 2048 -keystore KeyringCli-
ent.jks -storepass password -keypass password

4. Specify the DN values by answering each question when prompted:

owFiela —peserption

First & Last The domain name that you or the users of your organization use to con-
Name (CN) nect to XESManager. For example, localhost.

Organizational (Optional) The name of your organization unit to differentiate your organ-
Unit (OU) ization from other divisions.

Organization (Optional) The name of your organization.
Name (O)

City / Locality  (Optional) The name of the city your organization is in.

(L)

State / (Optional) The name of the place where your organization is physically loc-
Province (ST) ated.

Country Code (Optional) A two-letter country / region code. For example, US.

<

Review the DN fields that you entered and proceed. The new certificate entry xes-
httpserver is available in KeyringClient.jks.

Export the certificate
You have to export the certificate to a .cer file.
1. Go to ${XESRoot}\platform\security\.

2. On your terminal, run the following command:

keytool -exportcert -alias xes-httpserver -file xes-httpserver.cer -keystore KeyringClient.jks

This exports the certificate xes-httpserver from the keystore KeyringClient.jks. The file
xes-httpserver.cer appears at ${XESRoot}\platform\security.

3. Move the file xes-httpserver.cer to the computer where XESManager is installed. You can
skip this step if both XEServer and XESManager run on the same computer.

Proprietary and confidential. Do not duplicate or distribute 13
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Replace the default agent certificate in XESManager
You have to import the new XEServer agent certificate file (xes-httpserver.cer) to the XESMan-
ager truststore.

1. Move the file xes-httpserver.cer to ${ECRootPath }\XESManager\workspace\config\.
2. Open your terminal, and then change the working directory to ${ECRootPath }\XESMan-
ager\workspace\config\.

3. Delete the existing certificate entry:

keytool -delete -alias xes-httpserver -keystore xes-agents.jks -storepass password

4. Run the following command:

keytool -importcert -trustcacerts -file xes-httpserver.cer -alias xes-httpserver -keystore xes-agents.jks

TBp You can choose any name as an alias.

Test the Connection between XEServer and XESManager
To verify that the new certificates work as expected:

1. Restart XEServer and XESManager.

2. Ensure that the connection has been established (https://localhost:5643/xes-manager page
opens and your XEServer agent is online and is authorized) and no exceptions are logged.

N2o.te If you observe that the agent has the status Unauthorized (you can verify the
status on the XESManager Agents page), run the script ${XESRoot}\bin\agent\cleanup_
security _key.bat on the XEServer computer.

Proprietary and confidential. Do not duplicate or distribute 14
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Replace the Certificate for the FHIR Service

The XEServer FHIR Service (becomes available after the installation of XESModule for FHIR) uses
a default certificate to identify the FHIR server that runs on /ocalhost as trusted. The certificate is
located in the truststore ${XESRoot}/platform/security/xes.fhir.truststore.jks.

= Note When you use the instructions in this section, use the following password to access the
keystores and to protect new keystores and keystore entries: password.

To replace the default certificate for the FHIR Service:

1.

Generate a new key pair and export the certificate from the XESModule for FHIR keystore.
For more information, see SSL Certificate Deployment in XESModule for FHIR Help Center.

In the truststore ${XESRoot}/platform/security/xes.fhir.truststore.jks, delete the default cer-
tificate entry localhost.

Import the .cer certificate to ${XESRoot}/platform/security/xes.fhir.truststore.jks using loc-
alhost as an alias.

TEp As an alternative, you can create a new .jks truststore, import the certificate to this
truststore, and update the SSL settings on the FHIR Service configuration page.

Restart XEServer and XESModule for FHIR.

Proprietary and confidential. Do not duplicate or distribute 15
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Replace the Certificate for the XPM Service

The XEServer XPM Service uses a default certificate to identify the XPM server that runs on /oc-
alhost as trusted. This certificate is located in the truststore ${XESRoot }/features/route-engine/-
components/state-event/resources/ssl/keystore.jks.

Note When you use the instructions in this section, use the following password to access the
keystores and to protect new keystores and keystore entries: password.

HOTE

To replace the default certificate for the XPM Service:

1.

Generate a new key pair and export the certificate from the XProcess Management keystore.
For more information, see the section SSL Certificates in XProcess Management Help Center.

In the truststore ${XESRoot}/features/route-engine/components/state-event/re-
sources/ssl/keystore.jks, delete the default certificate entry localhost.

Import the .cer certificate to ${XESRoot}/features/route-engine/components/state-event/re-

sources/ssl/keystore.jks using localhost as an alias.

TEp As an alternative, you can create a new .jks truststore, import the certificate to this
truststore, and update the SSL settings on the FHIR Service configuration page.

Restart XEServer and XProcess Management.

Proprietary and confidential. Do not duplicate or distribute
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